Hugopmayuonno-cnpagodvie Mamepuaivt N0 HCUSHEHHOU CUMYAYUU
« Sauguma om MOULEHHUKOB G Cemuy

B pamkax denepansroro npoekra «['ocygapctso s moacity Munuudpsr Poccun
n Anamtrueckuii neHtp npu llpasurensctBe Poccmiickoil denepanmy peanm3oBav
nu(poBOH  CEpBUC TO SKM3HECHHON cuTyauuu «3ammra OT MOIICHHUKOB
B cerw» Ha EaWHOM TnOpTajiec TOCYJAPCTBEHHBIX M MYHUUMOAIBHBIX  YCIIYT
(manee —'ocycnyru) B LENsIX TPECCYCHHS] W MTPEAOTBPALLICHUS MOIIEHHUYECKUX IEHCTBHIA
(https://www.gosuslugi.ru/scammer_protection).

CepBHUC NPeaOCTaBISAET BHIOOP CAEAYIOMIMX CUTyalnii: « MOIIEHHUKH NbITAKTCA
noay4yurb aoctyn K locycayram» (3Ta cHTyanuss HampaeieHa Ha TNOMOUIb
B BOCCTAaHOBJIECHWM KOHTPOJS HAJ VYYECTHOH 3amucero) M «S Xody 3amMTHTHCS
OT MOIICHHUKOB B CeTH» (B JAHHOI CUTyallMH peyb HIET O COco0ax MPeaOTBPAILEHUS
NPECTYIHBIX ACHCTBU).

B pamkax mepBoii curyauum npeiacTaBicHa NOAPOOHAs MHCTPYKIMS, B KOTOPOH
COJEPKUTCA MH(pOPMaLMs O TOM, YTO AENaTh, €CJIM TPAXAAHUH YK€ COOOUIMII Mapob
iy koA u3 CMC MOIIEHHUKAM.

B pamkax BTOpoii cuTyanum paccMaTpUBAIOTCS MEPBI, HAPABICHHBIE HA 3aLUTY
0T KUOEPIPECTYMHUKOB (3aPET HA ACHCTBUS C HEBUXKUMOCTBIO, 3aPET HA 0(hOPMIIEHUE
JOTOBOPOB CBSI3, 3aNpPET HA MOJYYCHUE KPEAMTOB M 3aiiMOB, 3aI0UTa YYECTHOH 3amucu
C MOMOILBI0 JOBEPEHHOTO KOHTAKTA, MpaBuiia 0€30MaCHOCTH NPU TeNE(POHHBIX 3BOHKAX ),
a TakKe MPEACTABIEHB METOJbl TPOTHBOJACHCTBUS (PUHAHCOBOMY MOLICHHUYECTBY
Y YEK-JTUCT MO IU(PPOBOM TUTHEHE.

Cnpaeouno: camosanpem — 000poBoJIbHOE OZpanuyeHue, Komopoe 4el08ex
cam Ha ceOsi Haknaovleaem: 4mobbl HUKIMO He CMO2 Oopmums Kpeoumsl U 3diiMbl
Ha e20 uUMS — HU OH CAM, HU MOULEHHUKU («3anpem HA nNojyyeHue Kpeoumoe
U 3aMOB »); YmMoObl 1He OONYCMUMb COBePULEHUSl COCIIOK ¢ HEOBUICUMOCIbIO be3 e20
JIUYHORO YYacmust KAK COOCMBeHHUKA (« 3anpem Ha Oeicmeust ¢ HeOBUICUMOCIBIO »);
YMOoObl HUKMO He CMO2 3AKII0YUMb 002080p HA MOOUIBHYIO C653b Om €20 Juyd
(« 3anpem na oghopmienue 002060po8 CEs3UY).

Josepennwiii _xonumaxm (oanee — J[K) — smo OononnumenvHas 3auuma
yuemnoii zanucu Ha I ocyciyeax om oeticmeuti moutennuxos. J[K moocem cmame,
Hanpumep, poocmeeHnux uiu opye. Ilpu nonvimke 6occmano8ieHUus O0OCmYynd
K YY4emHoti 3anucu noivzosamelisi Ha nomep menegona J[K 6yoym npuxooums cmc
Ol NOOMBeEpHCOeHUst Goccmanosgiienus napoiis. J[K noomeepoum 3anpoc, moibko
K020d Yoeoumcs, Ymo nojib308dmeJisi He 8800 8 3a0IYIICOeHUe.

Kpome TOro, Ha cTpaHuue pa3MELICHbl TOJE3HbIE HMHCTPYMEHTHI IS
KnOepOe30nacHOCTH.

B karajore oOyyawimmx KypcoB COOpaHbl Marepuaibl 10  U(PPOBOM
IPaMOTHOCTH — OT IPABWJI PE3EPBHOTO KOMMMPOBAHMS JAHHBIX O METOAOB PACO3HABAHUS
munderikop (https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=1).

Takke npoctynHa ©Oa3a MOLIEHHHUYECKHX CXeM, KOTOpas IOMOraeT Yy3Harh
00 akTyanbHBIX crioco0ax oOMaHa. Ha maHHBIAH MOMEHT B HEH CONEP)KUATCA 86 CXEM C UX
kparkum onucanuem (https:// www.gosuslugi.ru/scammer protection/schemes?s=9&p=1).
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JUIs OLICHKHU CBOMX 3HAHWM, B CBOXO OYEPEb, MOXKHO IPOUTH TeCT 1O HH(PPOBOii
rPaMOTHOCTH, KOTOPbI ONPEOECIUT YPOBEHb OCBEAOMJIEHHOCTH B 3TOM  cdepe
(https://www.gosuslugi.ru/scammer_protection/quiz).

CrouT OTMETHTH, YTO B pamMKax BTOPOM CHUTyalMH, CPEAM IPOYETO,
HAXOJAWTCA  CChUlka Ha  pasaen  «KubepOe3omacHOCTL — 3TO0  MPOCTO!»,
rae coOpaHa mosie3Has wWHOpMammMs O Ppa3HOOOpasHbIX LUQPPOBBIX  Yrpo3ax
(https://www.gosuslugi.ru/landing/cybersecurity).

B ormenpHbIx OI0Kax pasMenieHbl PEKOMEHAAMH N0 KHOEPrpaMOTHOCTH,
CHELMAIBHO Pa3padOTaHHbIE Il ACTEH M OKUJIBIX JTFOACH, KOTOPBIE CUUTAOTCS HanOoJiee
VS3BUMBIMU B UHTEPHETE.

Oco0o¢ BHUMaHHE YAEJICHO 3aI0UTE OT (PUINWHTA, CO3MAHUIO HAJECYKHBIX MAPOJIEH,
3aImMTE MOOWJIBHOTO YCTPOKCTBA M NPODWIAKTHKE TeJIe(OHHOrO MOIIEHHUYECTRA.

[ToMuMO 3TOrO, Ha CTpaHUIAX 00X CUTYalMi pa3MEIEHA MAMSITKA € MOJIE3HBIMHI
CCHUIKAMM: HA UHTEPAKTUBHYIO KapTy ¢ aapecamu MBJI Poccun; Ha nogavy 3asBiICHUS,
JKAJIOOBI WM TPEUIOKEeHUs yepe3 opuumanbhbiili caiit MBJl Poccuun; Ha BO3MOKHOCTh
NOJIyYUThb OCCIIJIATHYIO KOHCYJIbTALMIO U TIOMOILb FOPUCTA M0 3alIUTE MPaB.

Taxxke B pasmene «Yacteie Bompock» («MOryT 1M MOUICHHHKH MPOJATh
HEABM>KMMOCTBY) HAxXOJIUTCS CChIJIKA HAa MHTEPAKTMBHYK) KapTy C ajapecamu
MHOTO(QYHKIIMOHAIBHBIX LHEHTPOB (MOL).

Kpome Toro, Ha crpaHuiax oO0€MX CHTyalMid Pa3MEIIEHbI CCHUIKH, MO3BOJISIOLINE
IPOBEPUTH KPEIUTHYI) KCTOPUI), COOOLIMTH O MOJO3PUTEIBHOM 3BOHKE, MPOBEPUTH
0o OpMIICHHBIE CUM-KapThl, NOAAaTh alo0y HA BPEIOHOCHBIM MHTEPHET-PECYPC, 4 TAKKE
OTBETBI HA 4YacTO 3aJaBacMble BOMNPOCHL: «Kak HACTpPOMTH KOHTPOJIBHBIA BOIMPOC?Y,
«Kak aHHYIMpOBaTh KPENUT, €CIIM MOLIEHHUKH O(POPMHIIK €10 HA Bac yepe3 ['ocycimyrn?y,
«KT0 Takoi IpoIl ¥ KaK HE MOMACTh B MPECTYMHYIO CXEMY?» H T.A.




